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PABOYAS MPOrPAMMA YYEBHOW OUCLMNITUHBI

51.B.04 3awuTa oT BpeAOHOCHbLIX NporpamMmm

1. Koag v HaumeHoOBaHMe HanpaBeHusi NOAroToBKM / cneyuanbHOCTU:
10.03.01 NHdopmaumoHHas 6e3onacHOCTb

2. Mpocdunb noaroToBKM / cneymnanmsaumsa/maructepckas nporpamma:
Be3onacHOCTb KOMMNBIOTEPHBIX CUCTEM

3. KBanudwmkauma (cteneHb) BbINYCKHUKA:
Bakanasp

4. dopma oby4eHuUs:
OuyHas

5. Kacheppa, oTBevarLwas 3a peanmsaumio gUCLUNIUHBI:
Kadbenpa texHonormmn ob6paboTtkum 1 3awmTtbl MHopmMaumm

6. CocTtaBMTENM NPOrpaMmmbi:
Banbix Cepren Apuesud, kKaHOMAAT TEXHUYECKUX HayK

7. PekomeHaoBaHa:
npoTtokont HMC ®KH Ne 7 ot 03.05.2023 .

8. YueOHbIn roa: 2026-2027 CemecTtp(bl): 8



9. Uenu n 3agaum y4e6HOM AUCLUUNIIUHDI

Llensamun ocBoeHus y4ebHOM ANCUUNINHDBI SBMSIOTCS:

OCBOEHWE CTyAEHTaMM OCHOBHbIX NMOMOXEHUN TEOPUM 3aLUTbI MHGPOPMALLMKM OT Bpe-
AOHOCHbIX NporpamMmm 1 MeTOAONOMMN OLEHKN Yyrpo3 6e30MacHOCTN MHpopMaLmMK, XxapakTep-
HbIX ONs COBPEMEHHbLIX MH(OPMAaLUMOHHBIX TeXHONOrMn. [OmkHO ObiTb cOpMMPOBAHO
npeacTaBneHns 06 OCHOBHbIX BUAAX BPEAOHOCHbIX MporpamMm, Ux NoTeHUManbHbIX BO3MOX-
HoCTAX 1 06 yrpo3ax 6e3onacHOCTN MHopMaLnn, KOTopble MOTyT BbITb UMK peanu3oBaHbl
B KOMMbIOTEPHbLIX CUCTEMAX.

3agayv gucUMnuHbI:

- OCBOEHME CTyaeHTaMM NONOXeHW U TpeboBaHU, COBPEMEHHBIX HOPMATUBHO-Me-
TOANYECKUX AOKYMEHTOB, PErnamMeHTUPYOLLNX MepPbI 3alLnTbl OT BPEAOHOCHbIX NPOrpamm;

- bopmmpoBaHme npeacraBneHns 06 OCHOBHbLIX BUAAX BPEAOHOCHbLIX NporpaMmm, nx
noTeHUmMarnbHbIX BO3MOXHOCTSAX M 06 yrpo3ax 6e3onacHoOCT nHdopMaumm, KoTopble MoryT
ObITb UMM peanu3oBaHbl B KOMMbIOTEPHLIX CUCTEMAX;

- N3y4eHMe OCHOBHbIX MOMOXEHUA TEOPUM 3aLMTbl MHOPMAaLMKM OT BPEeAOHOCHbIX
nporpamm;

- bopMmpoBaHue npeacTaBreHns o NpuemMax u MeTogax UccrneaoBaHUs BO3MOXKHO-
CTen BPeAoHOCHbIX NporpamMm;

- OBrnageHne npakTM4yeCcKMMm HaBblKaMi 3aLLnTbl MIHPOPMALMOHHbIX CUCTEM OT Bpe-
AOHOCHbIX Nporpamm.

10. MecTo yyebHOM AncuMNUHbLI B cTpyKType OOI:

AncumnimHbl OTHOCUTCS K BapMaTUBHOW YacTn NpodeccrMoHanbHOro uukna (aucum-
nnuHa no BbIGOPY).

[nsa ycnewHoro oCBOEHUss ANCUUNIINHBI HeO6X04MMbI BXOAHbIE 3HaHUA B obnactu
OCHOB MH(OpMaLMOHHON ©Ge30nacHOCTM, OpraHU3auuoHHOIO U NPaBOBOro obecneveHus
NHpopmMaunoHHoN 6e30nacHOCTN, apXUTEKTYPbl MHPOPMALIMOHHBLIX CUCTEM, HaBbIKM MPO-
rpaMMuUpoBaHUS.

11. NMnaHupyembie pe3ynbTaTbl 060y4YeHMUA No AucuunanHe/Moaynio (3HaHUA, YMeHuUs,
HaBbIKU), COOTHECEHHbIE C NNIaHupyeMbiMU pe3ynbTaTaMu 0OCBOeHUA obpa3oBaTterb-
HOW NporpaMmmbl (KOMMNETEHUUSAMU) U UHAUKATOPAMN UX AOCTUXKEHUS:

Kog HassaHue Koa(bl) | NnaukaTtop(bl) MnaHnpyemble pesynbTaTtbl 00y4YeHus
KOMMeTeHL MK

MK-1 | CnocobeH BbI- | [1K-1.3 | YmeeT npume- | 3HaTb:
nonHATL  pa- HATb TEXHOoMo- nonoxeHnss n TpeboBaHMSA, COBPEMEHHbIX HOpMa-
60Tbl MO NpoekK- My obpaboTkn | TMBHO-METOANYECKNX AOKYMEHTOB, pPernaMeHTUPYoLLNX
TUPOBaHWIO OaHHbIX  NpW | Mepbl 3awWwnTbl OT BPEAOHOCHLIX MPOrpamMmM.
nporpamMmmHoOro pa3paboTke
obecneveHus NPOrpamMmmHoOro | Ymetb:

obecneyeHns 060CHOBbIBaTb peLleHusi, CBA3aHHbIe C peanusauven

B npodeccuo-
HanbHOW AOes-
TEnbHOCTU

aHTMBUPYCHBIX CPEACTB 3aluTbl MHAOPMaLMKn B npeae-
nax OOMKHOCTHbIX 0693aHHOCTEN;

aHanusvpoBaTtb M paspabaTbiBaTb NPOEKTbl foKarb-
HbIX NMPaBOBbIX aKTOB, MHCTPYKLMIW, pernameHToB 1 opra-
HN3aUMOHHO-pacnopsaamTeribHbIX  AOKYMEHTOB, perna-
MEHTUPYIOLLNX aHTUBMPYCHYIO 3aLLUTY;

hopmMynunpoBaTb OCHOBHble TpeboBaHuss B obnactu
aHTUBUPYCHOW 3aLuUTbl MHAOPpMaLUW;

aHanusmpoBaTb 1 0606LWaTe MaTepunarnbl Hay4YHO-Tex-
HUYeCcKON nutepaTypbl, HOPMaTUBHLIX U METOANYECKUX
MaTepuranos Mo Bonpocam 3aLmTbl MHpopMauun oT Bpe-
OOHOCHBIX MPOrpamMm.

BnapeTb:
NPaKkTU4YECKMMN HaBblKaMW MCMOMb30BaHMS COBpe-
MEHHbIX aHTVBUPYCHbIX CPEACTB 3aLUThl MHOpMaLUK.




MK-3

CnocobeH ocy-
LLeCcTBNATL af-
MWUHUCTPUPO-
BaHWE aHTUBMK-
PYCHbIX
cpencTts 3a-
WnTbl  MHOPp-
Mauum 1 npu-
KnagHoro nmnpo-
rpamMmMHOro
obecneyeHus,
Ncnonb3oBaTh
COBpPEMEHHbIE
TexHomnorum 3a-
WUTbl 0OBbEK-
TOB 3MEKTPOH-
HOrO KOHTEHTa
OT HecaHKLuo-
HUPOBAHHOTO
ncnonb3oBa-
HUS

MK-3.1 | 3HaeT coBpe- | 3HaTb:
MEHHble  Tex- OCHOBHbIE NONIOXEHUSA Teopun 3aLuTbl HGOPMaL MK
Honormm  3a- | OT BPeOOHOCHbLIX MPOrpamMMm, MeToAbl 1 BO3MOXHOCTU 06-
WNTbl  3MeK- | HapyXXeHUs BpeJOHOCHbLIX NporpamMmm;
TPOHHOrO  A0- 3ajaun pasBépTbiBaHUS aHTUBMPYCHOW 3aliuTbl WH-
KymMeHT0060- dopmaLumn Ha NpeanpuUATUNX;
poTa, TeXHOMo- CUCTEMY OpraHM3auuoHHbIX Mep, HanpaBrieHHbIX Ha
My 3alWnTbl | aHTUBMPYCHYIO 3alMTy MHpopmauny;
00beKToB
3MNEKTPOHHOTO
KOHTEeHTa  OT
HeCaHKUNOHU-
pOBaHHOIO MC-
Nnonb30BaHus

MK-3.2 | ymeeT aHanu- | YmeTb:

31poBaTb BO3-
MOXHOCTU WUC-
nonb3oBaHUsA

COBPEMEHHbIX
TEXHOMNOrmmn

3alunTbl  AaH-
HbIX U OObek-
TOB 3NEKTPOH-
HOro KOHTEHTa

npoBoANTb aHanu3 o6bEKTOB M CUCTEM Ha COOTBET-
cTBME TpebGoBaHMSM HOPMaTUBHbLIX JOKYMEHTOB B obna-
CTW 3aLLMTbI OT BPEAOHOCHLIX Mporpamm;

dhopmynupoBaTb OCHOBHblE TPeboBaHUS, NpeabsABns-
eMble K aHTUBMPYCHOI 3aLiuTe UHdopMaLmm.

BnapeTb:

npakTU4eckMMmn HaBblkamMn opMMpoBaHust Tpebosa-
HUIA N KOHTPONS BbINOSIHEHMSA TpeboBaHWi 1 Mep MO aH-
TUBMPYCHOM 3almTe nHopmauum,;
NpakTU4ecKMMM HaBblkamn (OPMUPOBAHUS KOMMSIEKC-
HOro noaxoga Kk obecnevyeHuio MHGOPMAUMOHHOW 6e3-
OnacHOCTU 06beKTa 3aLMnThI.

12. O6beM AncuMnInHbI B 3a4eTHbIX eguHuuyax/yac — 2/72.
dopma NpoMeXyTOHYHOM aTTecTauuu: 3ayem C OUeHKOU.

13. TpyaoeMKoCTb No Buaam y4ye6Houn paboTbl

TpynoemMKocTb
Bug yuebHow paboTbl Bcero Mo cemecTpam
Ne cemecTpa 8 Ne cemecTtpa
AyanTOpHbLIE 3aHATUA 48 48
nekuumn 12 12
B TOM YUCIE: nabopartopHble 36 36
KOHTPOIb
CamocTosiTensHas paborta 24 24
B TOM Yucne: Kkypcosas pabora
(npoekT)
dopma NpoMeEXyTOYHOM aTTecTaumm
(3a4em c oyeHkoli — 4ac.)
UToro: 72 72

13.1. CopepxaHue AUCUUNIIUHbI

Peanusauunsa
pasgena guc-

Ne HanmeHoBaHue LUWUMNUHBI C

CopepxaHue pasgena gUCunniivHbl

n/n pasgena gucumniunHbl NMOMOLLbIO OH-

nawviH-kypca,
JYMK*
1. NNekuun
1.1 Buabl BpegoHOCHbIX npo- 1. OcHoBHble BMAbI BPEOOHOCHbLIX MporpamMm u oco-

rpamm

GEHHOCTU MX (PYHKUMOHMpOoBaHUsA. McTopusi Bonpoca.
Knaccudukaumsi KOMMNbIOTEPHbIX BUPYCOB.
MPUCYTCTBUSA Ha KOMMNbIOTEPE BPEAOHOCHbIX NPOrpamm.

MpuaHakm




1.2 MccnegoBaHne BO3MOX- 2. ViccnegoBaHue BO3MOXHOCTEN Hanbonee pacnpo-
HOoCTen Haubornee pac- | CTpaHEHHbIX aHTUBMPYCHbIX nporpamm. OcobeHHOCTU
NPOCTPAHEHHbIX aHTMBU- | UCNONb30BaHUSA MporpamMMbl OBGHaPYXeHUs BPeaOHOC-
PYCHbIX NporpaMmm HbIX nporpamm AVZ. CkpunTbl 1 ynpasneHune AVZ.

1.3 TeopeTuyeckne ceegeHns 3. TeopeTnyeckune ceefeHUA O KOMMbIOTEPHbIX BUPY-
O BPeAOHOCHbIX nporpam- | cax. dopmarnbHble MOAENU U UCCnefoBaHWE MOTeHUU-
Max arnbHbIX BO3MOXHOCTEN BPeAOHOCHbIX nporpamm. OcHOB-

Hble MOMoXeHus Teopun anroputmoB. MawwuvHa
TbropuHra.

4. Mogenun KoMNbIOTEPHOrO BMpYCa, CETEBOro YepBs.
OueHka noTeHunanbHbIX anropuTMUYECKNX CBOVCTB Bpe-
OOHOCHbIX nporpamm. CoBpeMeHHble TEHAEHUUN pa3Bu-
Tnsa yrpo3 6esonacHOCTU MHopMauun, CBsi3aHHblEe C
NpyMeHeHMeM NporpammMHoro obecneyveHus.

1.4 MpakTnyeckne meTogbl W 5. MNMpakTtnyeckne metoabl N NpUEMbl UCCrea0oBaHUS
npuembl  UCCrefoBaHWsS | BPEeAOHOCHbIX nporpamm. OTnagumku n gusaccembnepeoi.
BPEOOHOCHbIX NporpaMmm OcCHOBHble BO3MOXHOCTW oTnagymkoB Soft-lce, DA,

OllyDbg.

1.5 OcCHOBHblE  TEXHOMOrMm 6. ApxmTeKkTypa NOCTPOEHUSI COBPEMEHHbBIX BbIYUCIN-
pa3paboTkn 1 BHeOPEHUsT | TENbHbIX CUCTEM C TOYKM 3PEHNSI BO3MOXHOCTEN BO3AEN-
BPEOOHOCHBIX MPOrpamMM | CTBUS BPEAOHOCHbLIX mnporpamMmm. BO3MOXHOCTU HU3KO-

ypoBHEBOro Bo3aencTBus. CoBpeMeHHble TeHOEHLMM
pa3BuTKA yrpo3 6e3onacHoCTV MHopMaL K, CBSI3aHHbIE
C BPeJOHOCHbIMU NPO-rpamMamMu.

1.6 TunoBble  crnocobbl 1 7. TNoHATNe, OCHOBHbIE 3Tarnbl, TUMOBbLIE CMOCOOLI 1
cpenctBa KOMMbIOTEPHOM | CPeAcTBa KOMMbIOTEPHON pa3Benkn. CoBpeMEHHbIe Cka-
pasBeaku Hepbl YA3BUMOCTEN MH(POPMALIMOHHbIX CUCTEM.

1.7 OcHOBHble HanpaBneHus 8. OCHOBHbIE HanpaBneH1s 3aLnTbl OT BPEOOHOCHbIX
3almMTbl OT BPEeOOHOCHbIX | nporpamM. CpefctBa oGHapyXeHUs BTOPXEHWUN.
nporpamm

2. NpakTn4yeckne 3aHATUA

2.1 HeT

3. labopaTopHblie paboThbl

3.1 Buabl BpegoHOCHbIX npo- 1. 3HaKOMCTBO C NEePBLIMU KOMMNBIOTEPHBLIMU BUPY-
rpamm camu. Bupyc 1701 (nagatowme BykBsbl).

3.2 WccneposaHne BO3MOX- 2. VlccnepoBaHne OCHOBHBIX BO3MOXHOCTEN aHTUMBU-
HOoCTen Haubornee pac- | pycHbix nporpamm nadopatopun Kacnepckoro.
NPOCTPAHEHHbIX aHTUBU- 3. NccnepoBaHume nporpammMbl 0GHapYXeHus Bpeno-
PYCHbIX NporpaMm HocHbIX Nnporpamm AVZ. CkpunTbl 1 ynpasneHne AVZ.

3.3 TeopeTunyeckne ceegeHns 4. 3HaKOMCTBO C MOMMMOPMHBIMA NPOrpamMmmMHbIMU
O BPEeAOHOCHbIX Mporpam- | BUpY-camMu U reHepaTtopamMu BPeOOHOCHbIX NporpamMm.
Max

3.4 MpakTnueckue metodbl U 5. Otnaguvkm n gusaccembnepbl. OCHOBHbIE BO3MOX-
npuemMbl  UccnegoBaHusa | HOCTM oTnagyukos Soft-Ice, IDA, OllyDbg.

BPEeOOHOCHbIX NporpamMm

35 TunoBble  crnocobbl 1 6. ViccnegoBaHne BO3MOXHOCTEN COBPEMEHHbIX CKa-
cpeAcTBa KOMMbIOTEPHOW | HEPOB YA3BUMOCTEN MHADOPMALNOHHBLIX CUCTEM.
pasBeaku 7. CpefcTBa TecTMpoBaHWs Ha NPOHUKHOBEHUE.

3.6 OcHOBHble HanpasfeHus 8. CpefcTtBa 06HapYXeHUs1 BTOPXEHWA.

33Tl OT BPEAOHOCHBIX
nporpamm

13.2. Tembl (pasaenbl) AUCUUNIIUHBbI U BUAbI 3aHATUNA

Ne HanmeHoBaHue pasgena gucum- Bugpl 3aHaTUn (4aco)

n/n NAVHbI Jlekunm JlabopatopHble Cawm. pabota Bcero

1 Buabl BpegoHOCHbLIX NporpaMm. 1 4 2 7

2 MccnenoBaHne BO3MOXHOCTEN
Hanbornee pacnpocTpaHeHHbIX aH- 2 4 4 10
TUBUPYCHbIX NporpamMm

3 TeopeTuyeckue ceeeHns o Bpe- 1 4 5 7
AOHOCHbIX NporpamMmax.




4 MpakTnyeckne meTtoabl 1 NpUeMsl
nccnegoBaHnsA BPeO4OHOCHbIX Mpo- 2 8 4 14
rpamMmm.

5 OcCHOBHble TeXHOMorMm paspa-
©0TKM N BHEAPEHUSA BPeLOHOCHbIX 2 4 2 8
nporpaMm

6. Tunosble CHOCPGbI M cpeacTtea > 8 4 14
KOMMNbIOTEPHOW pa3BeaKku

7 OcCHOBHbIe HanpaBneHus 3alnThbl > 4 6 12
OT BpPEAOHOCHbLIX NPOrpamm.

Utoro: 12 36 24 72

14. MeToan4yeckue ykasaHus ans ob6y4yaroLwmxcs N0 0CBOGHUIO AUCLIUNIIUHDbI
(peKOMeHOaL(LIU OGy‘-IaiOLuUMCFI 10 OCB80OEHUK OUCL(UI'IJ'IUHbI.' pa6oma C KOHCreKmamu ﬂeKL{ULj, rnpe3eHmayuoHHbIM Mamepuarsiom, 8bl-
rnosiHeHuUe npakmu4yeckux 3adaHull, mecmos, 3adaHuli mekyuweli ammecmauuu u m.0.)

1) MNpun n3yyeHMn ONCUMNNNHBI PpEKOMEHAYEeTCs MCNoSb3oBaTh crieayrwme cpen-
cTBa:

- peKoMeHAyeMYH OCHOBHYHIO U OOMNOSTHUTENbLHYIO NnuTepaTypy;

- MeTogu4eckne ykasaHusa u nocobus;

- KOHTPOJSIbHbIE 3afaHus ANSA 3aKpensieHUs TeopeTn4ecKoro matepmana,
9NEKTPOHHbIE BepcUn y4ebHMKOB U METOAMYECKUX YKasaHUW ONs BbINOfHeHUs nabopa-
TOPHO-MpaKTUYeckmx paboT (Npu HeoBXo4MMOCTM MaTepuarnsl PpaccbiNarTCa NO INEKTPOH-
HOW nou4Te).

2) Ana makcMmanbHOro yCBOEHUSA ANCLUMMINHBI pEKOMEeHAYeTCcs nposefeHne nuch-
MEHHOro onpoca (TecTMpoBaHue, pelleHne 3agad) CTyaeHTOB MO MaTepuanam nekumn mn
npakTnyecknx padot. Nogbopka BONPOCOB 4S5 TECTUPOBAHUSA OCYLLIECTBNSIETCS Ha OCHOBE
N3y4eHHOro TeopeTn4eckoro Mmatepuana. Takon nogxon no3sBonseT NOBbICUTb MOTUBALMIO
CTYOEHTOB NPU KOHCNEKTUPOBaHMUN NEKLMOHHOIo MaTepuana.

3) Mpwn npoBeaeHnn nabopaTopHbIX 3aHATUI obecneymBaeTca MakcumMmarnbHasa cTe-
NeHb COOTBETCTBMS C MaTepmnasiom JIEKLMOHHbIX 3aHATUN U OCYLLECTBIISIETCHA 3KCNepuMeH-
TanbHasa NpoBepka MeToaoB, anropuTMOB U TexHONorM o6paboTkn nHpopmauuu, nanara-
€MbIX B paMKax NeKum1n.

B xoge camoctoaTensHon paboTbl HEOOXOAMMO YAENUTb OCHOBHOE BHUMaHWe pa-
BOTe C TEKCTOM KOHCMEeKTa NeKkunun, N3y4eHnto pekoMeH40BaHHOW NUTepaTypbl, N3yYeHUo
HOPMaTUBHbIX AOKYMEHTOB MO MHOPMALMOHHON 6e30NacHOCTH.

4) Mpwn ncnonb3oBaHNN ANCTAHLMOHHBIX 0BpasoBaTeNbHbIX TEXHOMOMMN N NTIEKTPOH-
HOro obyyeHWsa BbIMOMHATL BCE yKasaHWs npenogaBaTenier, BOBpPeMs MOAKMYaTbCA K
online 3aHATUSIM, OTBETCTBEHHO NOAXOAMTD K 3a4aHUAM ANS CaMOCTOSATENbHON paboThl.

15. NepeyeHb OCHOBHOW U OOMNOJIHUTENILHOW NUTEepaTypbl, PECYPCOB UHTEPHET, He-

06xoAnMbIX AN OCBOEHUSA ANCLUNMUHbI
(cnucok numepamypbi oghopmissemcsi 8 coomeemcemeuu ¢ mpebosaHusmu FOCT u ucrionb3yemcsi obwas
CKB803Hasi Hymepauusi 0risi ecex sudo8 UCMOYHUKO8)

a) OCHOBHas nuTepartypa:
Ne n/n McToYHmMK

1 Monanna K. A. AHanu3 BpegoHOCHbIX nporpamm / nep. ¢ aHr. 1. A. benukosa. — M.: MK
Mpecc, 2019. — 452 c.

2 XoBapg, Maiikn. 19 cMepTHLIX TPEXOB, yrpoxatoLmx 6e3onacHocTy nporpamm. Kak He gonyctuTb
TUNNYHBIX owmnbok : / M. Xosapa, [. Nebnakk, Ox. Buera ; aBT. npeavcn. A. MopaH .— Mocksa :
OMK TMpecc, 2009 .— 287 c. : un. — .— 3arn. u aBT. opur.: 19 deadly sins of soft-ware security /
Michael Howard, David Leblanc, John Viega .— ISBN 5-9706-0027-X .—
<URL:http://e.lanbook.com/books/element.php?pll_cid=25&pl1_id=1118>.

6) gononHUTENbHAA NuTepartypa:

Ne n/n NcTOYHUK

Kacnepckun, EBreHun BaneHtnHoBmy. KomnbioTepHoe znospeactso / EBreHun Kacnepckuii .—
3 Chne. [v ap.] : Nutep, 2007 .— 207 c.:mvn. + 1 CD
https://lib.vsu.ru/zgate?present+4408+default+2+1+F+1.2.840.10003.5.102+rus




4 3anues 0.B. Rootkits, SpyWare/AdWare, Keyloggers & BackDoors : O6HapyxeHue u 3awmTa /
O.B. Bawues. — CI16.: BXB-lNetepbypr, 2006. - 304 c.

5 ony6, Bnagnmnp AnekcaHapoBud. 3awmta oT BpeJOHOCHOro NporpammMHoro obecnevyeHus:
yyebHoe nocobue ans By3os / B.A. [ony6; BopoHex. roc. yH-T.— BopoHex: J10IN BI'Y, 2006 .—
31 c. — Bbubnuorp.: ¢.30 .— <URL:http://mwww.lib.vsu.ru/elib/texts/method/vsu/may07045.pdf>.

6 MenbHukoB, Bnagumup MNMaenosny. MHopMaumoHHas 6e3onacHOCTb U 3aLumTa uHopmaumm:
yyebHoe nocobue ansa cTyd. By3os, obyy. no cneymansHocTn 230201 "MHdopmMaLMoHHbIe cn-
ctembl 1 TexHonorun" / B.MN. MenbHukos, C.A. KnenmeHos, A.M. MNeTpakos ; nog pea. C.A. Knen-
meHoBa .— M. : ACADEMIA, 2006 .— 330 c. : un .— (Bbicluee npodeccnoHansHoe obpa3osa-
Hue. NHdopmaTnka 1 BbluMCUTENbHAS TeXHMKa) .— bubnuorp.: ¢.327-328 .— ISBN 5-7695-

2592-4.

7 Muporoe B.KO. Accembnep n gusaccembnmpoanue / B.KO. MNMuporoe. — CI16.: BXB-IMeTepbypr,
2006. - 464 c.

8 Anekcangp JopoHuH. busHec-pasBegka http://fxt.com.ua/business_literatura/131-aleksandr-
doronin-biznes-razvedka.html

9 Bsanbix A.C. OueHka BO3MOXHOCTEN aTtaku Ha HpopmaumoHHyto cuctemy / A.C. Banbix, C.A.

Banbix // KnubepHetuka un Boicokne texHonorum XXI Beka : matep. Xl mexgyHapod. Hayy.-Tex.
KOH®., BopoHex, 11-12 mas 2011 r. — BopoHex : ML BI'Y, 2011. —T.1. — C. 91-96.

B) I/IHCbOpMaLl,I/IOHHbIe SJ'IeKTpOHHO-O6pa3OBaTeJ'IbeIe pecypchbl (OCbI/ILI,MaJ'IbeIe pecypcbl
NHTEPHET)™:
Ne n/n Pecypc

10 http://www.z-oleg.com/

11 http://lwww.kaspersky.ru/

12 MaTepuanbl MHTepHeT-YHuBepcuteta MHdopmaunoHHbiX TexHonornn www.INTUIT.ru

13 OneKTPOHHBbIN KaTanor Hay4Hon 6mbnmoTekn BopoHeXCKOro rocyaapCTBEHHOrO YHUBEpcuTeTa. —
(http // www.lib.vsu.ru/).
14 O6pasoBaTtenbHbi nopTan «ONeKTpPoHHbIM yHuBepeuTeT BIY».— (https://edu.vsu.ru/)
15 OBC «M3paTenbcTBa «JlaHb», [loroBop Ne3010-06/71-14 ot 25.11.2014,
OBC «YHuBepcutetckass bubnmoteka online», Joroeop Ne3010-06/70-14 ot 25.11.14, Hauwo-
HanbHbIN undposon pecypc «PYKOHT», Jorosop Ne[1C-208 ot 01.02.2012
* BHauvane ykasbiBatotca IBC, ¢ koTopbiMu nmetotcsa gorosopa y BI'Y, 3atem OTKpbITble 9NEKTPOHHO-06pa3o-
BaTenbHble pecypchbl

16. MNMepeyeHb y4eObHO-MeTOANYECKOrO 06ecneyvyeHns ANs CaMOCTOATENIbHOW paboThl
(y4ebHo-memoduyeckue pekomeHOayuu, nocobusi, 3ada4yHuKu, MemooudecKue yKa3aHusl ro 8bINMOSTHEHUIO
npakmu4yeckux (KOHMposbHbIX) pabom u 0p.)

Ne n/n McTouHmk |
1 Muporoe B.FO. Accembrniep n ansaccemb6nmpoBanue / B.KO. Muporos. — CI16.: BXB-INeTepbypr,
2006. - 464 c.
> 3anues O.B. Rootkits, SpyWare/AdWare, Keyloggers & BackDoors : ObHapyxeHue v 3awmTa /
0.B. 3anues. — CI16. : BXB-lNeTtepbypr, 2006. - 304 c.

17. O6pa3oBaTeribHble TEXHONIOrMN, UCNOSb3yeMble NpU peanusauum y4yebHon guc-
LUUNMUHbI, BKNOYaa AUCTaAHLUMOHHbIe obpasoBaTtenbHble TexHonoruu (OOT, anek-
TpoHHOe oby4yeHue (J0), cmewaHHOe o6y4eHue):

[ns peanunsauumn y4ebHOro npoLecca Ucnonb3yeTca yCTaHOBMEHHAA BEPCUS NakeTa
cpeapbl BupTyanusaumm Oracle VM VirtualBox; o6pa3sbl onepaumoHHbIX CUCTEM CEMENCTBA
Windows v.7, 8, 10; TecToBble ANCTPMOYTUBLI aHTUBMPYCHbIX NPOrpaMm 1 CPeaCTB aHanmsa
ysisBumocTten; goctyn B ceTb MHTepHeT; LibreOffice v.5-7; Foxit PDF Reader; CnpaBoyHo-
npasoBasg cuctema (CIr1C) KoHcynbTaHT+ onsa obpasoBaHus.

[Mpu npoBeaeHNN 3aHATUIN B AUCTAHLMOHHOM pexmnme obydeHnst MCNOmb3YTCH TEX-
HU4eckne n NHpopmMaumoHHble pecypcbl ObpasoBaTenbHOro noprana "OneKkTPOHHbINA YHU-
BepcuteT BI'Y (https:\\edu.vsu.ru), 6asumpytoLerocst Ha cucteme QUCTaHUMOHHOIO 0ByyeHus
Moodle, pa3BepHyTOM B yHMBEpPCUTETE, a Takke apyrne JOCTynHble pecypcbl ceTn VHTep-
HeT.

18. MaTepmanbHO-TEXHUYECKOE obecneyeHne QUCLUMUNIUHDI:
1) YyebHasa ayguTtopusi (koMnbloTepHbIN Kracc) (ogHa ua Ne1-4 kopn. 1a, ayg. Ne
382-385): cneunanmanpoBaHHaa Mebernb, NepcoHarnbHble KOMMNbOTEPLI HA 6a3e i15-9600KF-


https://lib.vsu.ru/zgate?ACTION=follow&SESSION_ID=3275&TERM=%D0%93%D0%BE%D0%BB%D1%83%D0%B1,%20%D0%92%D0%BB%D0%B0%D0%B4%D0%B8%D0%BC%D0%B8%D1%80%20%D0%90%D0%BB%D0%B5%D0%BA%D1%81%D0%B0%D0%BD%D0%B4%D1%80%D0%BE%D0%B2%D0%B8%D1%87%5B1,1004,4,101%5D&LANG=rus
http://www.lib.vsu.ru/elib/texts/method/vsu/may07045.pdf

3,7y, moHuTopbl XKK 24” (16 wrT.), cneynanuanposaHHass mebenb: gocka mapkepHas 1
WT., cTONbI 16 WT., cTYyNbsa 33 WT.; 4OCTYN K poHAaM y4eOHO-MeTOAMYECKON AOKYMEHTaLNN
N 9NEKTPOHHBLIM N3AaHNSM, OCTYN K 3NEKTPOHHbIM BUBNMoTEYHBIM cCUcTEMaMm, Bbixog B VH-
TepHeT.lMO: OC Windows v.7, 8, 10, Habop ytmnut (apxuBatopbl, dann-meHeoxepsbl),
LibreOffice v.5-7, Foxit PDF Reader.

2) Ona npoBeneHus nabopatopHbix pabdoTt. KomnbloTepHbin knacc (oamH na Ne1-3
kopn. 1a, aya. Ne 290, 293, 383), lNK-Intel-i7 16 wT. (c onepaTnBHOM NaMATbIO HE MeHee 8
rmrabanT, pekomeHgyetcsa 16 ruradanT), cneymannanpoBaHHaa mebenb: 4oCKka MapKepHas
1 WwT., cTonbl 16 WT., cTyNba 33 WT.; 4OCTYN K PpoHAAM y4eBHO-MEeTOaMYECKON AOKYMEHTA-
LUUN N SNEKTPOHHBIM U34aHMAM, OOCTYN K 3NEKTPOHHbIM BUBGNNOTEYHBIM CUCTEMAaM, BbIX04,
B VIHTepHeT.

19. OueHo4HbIe cpeacTBa AN NPOBeAEHUA TEKYLEeNn U NPOMEXYTOYHOM aTTecTauum

MopsigoK OLEHKU OCBOEHUS oby4yarolmmMucs y4ebHoro matepuana onpenensieTcs
cofep)aHNeM crenyrLmx pasaenos ANCUUNIHGIL

Ne HanmeHoBaHue pasgena gucum- Komne- MHamkaTop(si) Ao-
CTWDKEHWS KOMIe- OueHouHble cpeacTBa
n/n NnvHbl (MOZYyns) TeHunsA(n)
TEeHUMUn

1. Pasgenbl 1-6, 8. MK-1 MK-1.3 YCTHbI onpoc.
OcCHoBHble TEXHONOMNKN pa3paboTku n JTabopatopHble paboTsbl 1-8.
BHEOPEHMWS1 BPEAOHOCHbIX MPOrpamMM. KoHTponbHas paboTa no co-
OcCHOBHble HamnpaBreHus 3almTbl OT OTBETCTBYIOLUM pa3genam
BPeAOHOCHbIX Nporpamm nnun Tect

2. MK-3 MK-3.1 YCTHbIV onpoc.
Pasgenbl 6-8 JlabopatopHble paboTbl 6-8.
OcCHOBHble HanpaBneHus 3almTbl OT KoHTponbHasa paboTa no co-
BPEOOHOCHbIX Mporpamm OTBETCTBYIOLLMM pas-genam

nnu Tect

3. Paspgenbl 1-8 MK-3.2 YCTHbI onpoc.
TpeboBaHMs N0 0GecneyYeHnto aHTu- JTabopatopHble paboTbl 1-8.
BMPYCHOWM 3alunTbl B rocyAapCTBEH- KoHTponbHas paboTta no co-
HbIX MHOPMALMOHHBLIX CUCTEMAX U OTBETCTBYIOLUM pasgenam
NMHGOPMALIMOHHBIX CUCTEMAaXx Mepco- unu Tect
HarnbHbIX A4aHHbIX
OcHOBHble HarnpaBreHus 3almnTbl OT
BPeAOHOCHbIX Nporpamm

lMpomexyToyHasa aTTecTauns
dopmMa KOHTPONs — KOHTpOribHas paboTa

Komnnekt KM

20. TunoBble OLEHOYHbLIE CpeaAcTBa U MeToAMYecKue maTtepuansi, onpegensiowme
npoueaypbl oLueHUBaHUA

20.1. TeKywWwmn KOHTPONb yCNeBaeMoCTHU

Tekywas atTectauusi NpoBOAUTCS B COOTBETCTBUM C [MonoXeHneM o Tekylleln aTTectaumm
obyvatomxcss No nporpaMmMam Bbicliero obpasoBaHus BopoHeXCKoro rocyaapcTBEHHOro

yHuBepcuTeTa.

Tekywaa atrectaums npoBoaUTCA B (popmax YCTHOro onpoca (MHOVBMAYyanbHbIN OMpoc,
dpoHTanbLHas

B6ecena) v NCbMEHHbIX paboT (KOHTPOrbHbIE, NabopaTopHble paboThsl). [Mpy oueHnBaHUN Mo-
ryt

MNCNONb30BaTLCA KONMMYECTBEHHbIE UMW KAYECTBEHHbIE LUKarlbl OLEHOK.

TeKyLLMIN KOHTPOMb yCNneBaeMoCTn No AUCUUMIIMHE OCYLLECTBISIETCA C NOMOLLbIO CrieAyoLLmMX
OL€HOYHbIX

cpencrTs:
YcTHbIn onpoc; KoHTponbHasa paboTta no TeopeTnyeckon Yactu Kypca; JlabopaTopHbie paboTbl




Ne HanmeHoBaHuMe oLieHOY- lMpencrasneHne oueHOYHOro
Kputepum oueHkun

n/n HOro cpeacTaa cpeacTsa B poHae
1 2 3 4
1 YCTHbIN onpoc Bonpocel no temam/pasgenam | [NpaBunbHbIA OTBET — 3a4TEHO,
ONCUUNNUHBI HenpaBUIbHbIA NN NPUHLMNMANBHO
HETOYHbIN OTBET - HE 3a4TEHO
2 KoHTponbHas paboTta no Bonpocel no temam/pasgenam | LLkana oueHMBaHWSA COOTBETCTBYET
pasgenam gucumnniuvHbl ONCUNNNVHBDI npueegeHHon B pasgene 20.2
3 JlabopaTopHas paboTa Copepxut 15 nabopaTopHbix | [pn ycnewHo BbINOMHEHUN paboThbl

3afaHvi,  npegycMaTtpvBalo- | CTaBUTCS OLeHKa 3a4TeHO U Ocy-
Wwue paspaboTky TpeboBaHWI | LIECTBRSETCA AOMYCK K 3K3aMeHy, B
Mo YPOBHSIM M Kraccam 3aliy- | MPOTUBHOM Criydyae CTaBUTCS OLeHKa
LWEHHOCTW pasnnyHbIX MHAOP- | HE 3a4TeHO U OGy4atoLmMiics He Oo-
MaLMOHHbIX CUCTeM, paspa- | MycKaeTcsl K 9K3aMeHY.

GOTKM 1 BHEAPEHNS UX CUCTEM
3aWunThl, @ Takke KOHTPOns ee

a¢ppeKkTUBHOCTHU.
4 KM npomexyTouyHon aTt- Kaxabin KOHTponbHO-u3mepu- | LLkanel oueHMBaHWsA NpuBeaeHsbI B
Tectauuu TenbHbI Matepvan ang npo- pasgene 20.2

BeAEHUS NPOMEXYTOYHON aT-
TecTaumm BKMYaeT 2 BO-
npoca Anisi KOHTPOrsS 3HaHWN,
YMEHUIN 1 BnageHuin B pamkax
OLIEHKM YPOBHS cchopmmpo-
BaHHOCTW KOMMETEHLUUW.

NMpuBeaéHHbIe HMKe 3ajaHNUs PEKOMEeHAYeTCs UCNOoJ1Ib30BaThb NpU NpoBeAeHUU AnarHo-
CTUUYECKUX paboT ANs OLleHKN OCTAaTOUYHbIX 3HaHUI NO AUCLMIJIMHE

KomnerteHuusa NK-1

3agaHus 3aKpbITOro TMna

1. Ha kakux 3Tanax ;KH3HEHHOT0 IMKJA rocyIapcTBeHHOH MH(OPMAIMOHHON CHUCTEMBI J0JIKHA
o0ecneunBaTHCA B Hell 3ammuTa HHGOPMALIMH OT BPeJOHOCHBIX MporpamMm?
a) Ha JTare co3JaHus MH)OPMALIMOHHON CUCTEMBI;
0) Ha dTarne co3aanus HHYOPMAIIMOHHOW CHCTEMBI H B XO/I€ €€ dKCILTyaTalluH;
B) Ha 3Tare co3iaHus MHHOPMALMOHHONW CUCTEMBI, B XO/I€ €€ IKCIUIyaTallud, B TOM YUCIIE IPU Pa3BUTUH
(MonepHU3anum);
T') JIOJKHA HOCHTh CUCTEMAaTHYECKHI XapaKkTep M OCYIIECTBIATHCS KaK Ha dTare CO3JaHus CUCTEMBI, TaK U
B XOJI€ €€ 3KCIUTyaTalliy, B TOM YHCIIe TIPU Pa3BUTHUHN (MOACPHU3AINH);
) Ha BCEX CTausX (3Tamax) ee Co3JaHus, B XOA€ HKCIUTyaTallud U BBIBOJIA U3 SKCIUTyaTaluH;
2. Ha kakux 3Tanax KH3HEHHOT0 IMUKJA rocyAapcTBeHHOH MH(OPMANMOHHONI CHCTEMBI J0/LKHA
OCYLIECTBJISITBCS OLIEHKA YIrPo3 BHEAPEHHUsI M MCI0JIb30BaHUs BPEeOHOCHBIX porpaMm?
a) Ha JTare co3JaHus NH)OPMAIIMOHHBIX CUCTEM;
0) Ha 3Tane co3aanus MHPOPMALMOHHBIX CUCTEM H B XOJI€ X SKCIUTyaTallH;
B) Ha dTalle co31aHusI MH(POPMAIIMOHHBIX CUCTEM, B XOJ€ UX JKCIUTyaTalllH, B TOM YHCJIE NPH Pa3BUTUU
(MoaepHM3anum);
T') JIOJDKHA HOCUTh CHCTEMAaTHUECKUI XapaKTep U OCYIIECTBISTHCS KaK Ha dTare CO3/IaHus CUCTEM, TaK U B
XOJIe UX HKCIUTyaTalluH, B TOM YHUCIIE TIPH Pa3BUTHH (MOACPHHU3ALINN).
1) Ha BCeX CTaAMsX (dTamax) ee CO3MaHus, B XOJI€ IKCIUTyaTaIliu M BBIBOJIA U3 DKCILTyaTaIlHH;
3. Uem ynocroBepsieTcsi COOTBETCTBHE AHTHBHMPYCHOIO CPEACTB 3alUTHI HH(popManuu, TpedGoBa-
HHUSM 10 3a10uTe uHopmanuu?
a) aTTeCTaTOM COOTBETCTBHS;
0) nuIeH3Hel;
B) cepTH(PUKATOM COOTBETCTBUS;
T') aTTECTaTOM aKKPEIUTAINN;
4. Mepbl 10 AHTUBHPYCHOM 3aUTE T0KHBI 00eCIeYnBaTh:



a) oOHapy»eHue B MTH(POPMAIIMOHHOM crcTeMe KOMITBIOTEPHBIX IPOTrpaMM JTHO0 HHOM KOMITBIOTEPHON WH-
dbopmanuy, mpeaHa3HauYeHHON JIJTsl HECAHKIIMOHUPOBAHHOTO YHHUTOXKEHUSI, OJIOKMPOBAHUSI, MOTUPHKAIINH,
KOIMPOBAHMsI KOMITBIOTEPHON HH(GOPMALIUU WK HEUTPATN3aLlK CPEICTB 3alIUTHl HH(OpMAIHH, a TAKXKE pe-
arvupoBaHue Ha 00OHApYXEHUE STHX MPOrpaMM U HH(OpMaIUK;

B) OOHapyXeHHe AeHCTBUI B HH(POPMAIIMOHHON CHCTeME, HaIIPaBJIEHHBIX Ha ITpeTHaMePEeHHBIA HECAaHKIIU-
OHHMPOBAHHBIA MOCTYN K WH(GOPMAIUH, CIeHaIbHbIe BO3IEHCTBUS Ha WH(POPMAIIMOHHYIO CUCTEMY U (WJIH)
MHQOPMAIUIO B LEJSIX ee JOObIBaHMS, YHUUTOXKEHHUSI, HICKaXCHUS U OJOKMPOBaHUS AOCTYNA K HHPOPMALIUH,
a TaKKe pearupoBaHue Ha 3TU ACHCTBUS;

T) perucTpanuio coObITHH 6e30MacHOCTH, cOOp, 3aIMiCh, XpaHEHNE U 3alIUTy HHPOPMAIMHA O COOBITHIX
0e3omacHOCTH B MHPOPMALMOHHON CHCTEME, a TaKKe€ BO3MOXKHOCThH MPOCMOTpa M aHalu3a WHPOPMALUH O
TaKUX COOBITHSX M PearnpoBaHKe Ha HUX;

1) oOHapyxeHne (HakTOB HECAHKITHOHUPOBAHHOT'O HAPYIICHUS [IEJIOCTHOCTH WHPOPMAIIIOHHONW CHCTEMBI
U cozepiKalieiics B Hell nHpOopMaluy, a TaK)Ke BO3MOKHOCTh BOCCTAHOBJICHUS] MHPOPMALMOHHON CUCTEMBI 1
coJeprkalielicsi B Hell nHpopMaLumy;

5. ®dopmupoBanue TpeGOBaHHI K 3amIMTe HHPOPMALNMH, COAep:KaLIelic B rocyAiapcTBeHHOH HH-

(opmanmonHoii cucTeme, mpeanoaaraer cjaeayoLue dTanbl:

a) IPUHATHE PEIICHNs 0 HeOOXOIMMOCTH 3alTUTHI HH(POPMAITUY; KTacCH(PUKAIIIO NHHOPMAITMOHHOHN CH-
CTEMBI 0 TPeOOBAHUAM 3aIUTHI MHOOPMAIIUH; ONIPEICICHUE Yyrpo3 0e30MacHOCTH HH(OPMAIUH; OIIpeIeie-
HHUE TpeOOBaHMIA K CHCTEME 3aIIUTH HH(pOopMaIuy;

0) aHaNM3 PUCKOB HAPYIICHUS HH(OPMAIMOHHOM 0€30MaCHOCTH; Pa3padOTKy MOJIENH YTPo3 O€30MaCHOCTH
WHQOpMAIUK; OTIpeJiesieHie TpeOOBaHU K CHCTEME 3aIUThl HH()OpMaIny;

B) AHAJIN3 HOPMATUBHBIX ITPABOBBLIX AKTOB, MCTOANYCCKUX JOKYMCHTOB U HAlITMOHAJIbHBIX CTAHAAPTOB, KO-
TOPBIM JOJDKHA COOTBETCTBOBATH HH(OPMAIIMOHHAS CHCTEMA; OTpe/ielieHrne yrpo3 Oe3omacHocTr nHpopma-
[IUH; OTIpeJieNIeHre TpeOOBaHUI K CHCTEME 3aIUTH HH(OPMAITUH;

T') ompeenieHre HHPOPMAaINH, TOIJIeKAIIEH 3aUTe B UHPOPMALMOHHON CHCTEME B €€ 3HAUNMOCTH; KJ1ac-
cuuKauyu THPOPMAIIMOHHON CHUCTEMBI 10 TPeOOBaHUSAM 3aIlIUTH HH(POPMANINHY; OTpeAeTIeHne yrpo3 0e3-
OTTaCHOCTH WH(OPMAITIH, OTIpeieNieHre TPeOOBaHMA K CUCTEME 3alUThl HHPOpPMAIIHH;

6. B kauyecTBe MCXOIHBIX JIAHHBIX /I ONpe/IeJeHUs YIPo3 6e30MacHOCTH HH(popMannu, coaepKa-

1ieiicsl B rocyapcTBeHHO HH(POPMALMOHHOM cHcTeMe, UCII0JIb3YyeTCs:

a) OaHK JaHHBIX yrpo3 0e3onacHocTy nHpopmarmu (bdu.fstec.ru), a Tak»Ke MHbIE UCTOYHUKM, COAEPHKaLLME
cBeAeHuna 06 yA3BMMOCTAX M yrpo3ax 6e3onacHoCcTn nHdbopmaunu;

0) MoJ1eNb yrpo3 0€301acHOCTH HH(OPMAIIUH, & TAKIKE PE3YJIbTAThl aHAIN3a YA3BUMOCTEH HH(POPMAIHOH-
HOM CHCTEMEI;

B) MOJIEJIb YTPo3 0€30MacCHOCTH WH(POPMAIINH, Pe3yIbTaThl aHAIN3a YSI3BUMOCTEH HH(OPMAIIMOHHOW CH-
CTEMBI, a TaKKe MHble MCTOYHMKU, COAEPIKaLLME CBeAeHUA 06 yA3BMMOCTAX U yrpo3ax 6esonacHocTn nHdop-
Maumu,

r) 0aHK IaHHBIX yrpo3 Oe3omacHoctu nHpopmarmu (bdu.fstec.ru), a Takke pe3ynbraThl aHAIN3a YSI3BUMO-
cTeil nH()OPMAITMOHHON CHCTEMBIL;

7. Peanmzaumsi aHTUBMPYCHOM 3aIUUTHI B rOCYAapCTBEHHOH MH(OPMALMOHHON cucTeMe W/HWIM B

HH(OPMALMOHHOI cHCTeMe MEPCOHATBHBIX TaHHBIX J0/LKHA NMPeAyCMaTPUBATh:

a) IpUMEHEHHE CPEJICTB AaHTUBUPYCHOM 3aIIMTHI HA aBTOMAaTH3UPOBAaHHBIX pab0uUX MECTax, cepBepax, re-
PUMETPANBHBIX CPEACTBAX 3alUThl HHPOpMAUU (CpeCTBAX MEXKCETEBOTO PKPAHUPOBAHUS, TIPOKCH-CEPBE-
pax, MOYTOBBIX IITI03aX ¥ JPYTUX CPEACTBAX 3aIIUTHI HHPOPMAIIHH), MOOMIIFHBIX TEXHHUYECKUX CPENICTBAX U
WHBIX TOYKAX JOCTYyNa B HHGOPMAIMOHHYIO CUCTEMY, TIOJIBEPIKCHHBIX BHEAPEHUIO (3apakCHHUIO) BPEIOHOC-
HBIMU KOMITBIOTEPHBIMH ITpOTpaMMamMu (BUpycaMH) 4epe3 ChbeMHbIe MAIIMHHBIC HOCUTEIN HHPOPMAIIUHU HITH
CEeTEBbIE MMOJKIIOUEHHS, B TOM YHUCIIE K CETAM OOILIEro MOJIb30BaHMsA (BIOXKEHHS SIEKTPOHHOH 1OUTHI, BEO- U
JIPYTHE CETEBBIE CEPBHUCHI);

0) ycTaHOBKY, KOHQUTI'YPUPOBAHUE U YIPABJICHUE CPEICTBAMH aHTUBUPYCHOMN 3aIIUThI;

B) MpeI0CTaBIIEHUE JOCTYIA CPEACTBAM aHTUBUPYCHOH 3aIUTHI K 00BbeKTaM HH()OPMAIIMOHHON CUCTEMBI,
KOTOPBIE AOJKHBI OBITh MOJIBEPTHYTHI IIPOBEPKE CPEACTBOM aHTUBUPYCHOM 3aIlIUTHI;

T) MPOBEJICHIE NMEPHUOANIECKUX MPOBEPOK KOMIIOHEHTOB MHPOPMAIIMOHHOW CUCTEMBI (aBTOMATH3UPOBaH-
HBIX pabo4nX MECT, CEPBEPOB, APYI'HX CPEACTB BBHIUMCIUTEIBHON TEXHUKN) HA HATMYHE BPEIOHOCHBIX KOM-
NBIOTEPHBIX TPOTrPamMM (BUPYCOB);

) TPOBEPKY B Maciitabe BpeMeHH, OJIM3KOM K peabHOMY, 00BeKTOB ((aiijioB) U3 BHEIIHUX UCTOYHUKOB
(CheMHBIX MAITMHHBIX HOCUTENEH HH(POPMALINH, CETEBBIX MOAKIIIOUEHHH, B TOM YHCIIE K CETSAM OOIIEro Mmob-
30BaHMS, U JPYTUX BHELIIHUX UCTOYHHUKOB) MIPU 3arpy3Ke, OTKPHITUU HIIM UCIIONHEHUH TaKuX (aiiios;

€) OoroBelleHre aJIMUHICTPATOPOB 0€30MaCHOCTH B MaciiTabe BpeMEHH, OJIM3KOM K pealibHOMY, 00 0OHa-
PYXKEHHUH BPEIOHOCHBIX KOMITBIOTEPHBIX MMPOTPaMM (BHPYCOB);



) OIlpelieNieHe U BBITIOJHEHHE JEHCTBUH 10 pearnpoBaHMIO0 Ha OOHapy)XeHHE B WH(POPMALMOHHON CH-
CTeMe 00BEKTOB, IIOABEPTLINXCS 3apPAXKEHUIO BPEJOHOCHBIMHI KOMIIBIOTEPHBIMHU IIpOrpaMMaMu (BUpycaMu);
3) BCE BBILIETIEPEYNCIICHHOE;

3agaHus OTKPbLITOro TMna

1. BosmoxHa 1 pa3paboTka yHUBEpCaTbHONH aHTUBUPYCHOW MIIH BPETOHOCHOU MTPOTPaMMBI?

2. Coznanue, pacpoCTPaHEHHE WITH HCTIOJIh30BAHHE KOMITBIOTEPHBIX MMPOrPaMM JTUOO0 HHOM KOMITBIOTEP-
HOU WH(OPMALIUK, 3aBEJOMO MPEeIHA3HAYCHHBIX 7151 HECAHKIIHOHUPOBAHHOTO YHUUTOKEHHS, OJIOKH-
poBaHus, MOAU(DUKAIINY, KOMHUPOBAHKS KOMITBIOTEPHON MH(OPMAIUN WM HEHUTpaIH3alMu CPEJICTB
3alIUTBl KOMITBIOTEPHON MH(POPMALIUHU €CJIM OHHU MOBJIEKIIN TSHKKUE OCIEACTBUS MIIH CO3JANIN YTPO3Y
MX HACTYIUICHUS] HAKa3bIBAIOTCS JIMIIEHUEM CBOOOABI Ha CPOK JI0

3. Kakue ocHOBHBIC TpeOOBaHUS aHTUBUPYCHOM 3aIUTH HHMOPMAIMH B TOCYAapCTBEHHBIX HHPOpPMAIIU-
OHHBIX CUCTeMax?

4. Kakue ocHOBHBIE TpeOOBaHHMA aHTUBUPYCHOH 3aIIUTH HH(OOPMAIMH B HH(POPMAIIMOHHBIX CHCTEMAax
MEPCOHANBHBIX JAHHBIX?

5. Kaxkue ocHOBHBIE TpeOOBaHMS AaHTHBUPYCHOM 3alIUTHI HHPOPMAIMHA B WHPOPMAIIMOHHBIX CHCTEMAax
o0miero monp3oBanus 1-ro kinacca?

3agaHuns ¢ pa3BEpPHYTbIM OTBETOM

1. Kakue OCHOBHble MeponpPUATUA aHTUBMPYCHOI 3aWwMTbl MHPOPMaLMK NPOBOJATCA B rocyaap-
CTBeHHOW UHPOpPMaLMOHHOI cucteme?

Kputepunn oLeHMBaHUSA LLIKkana oueHOK
Obyuatowmiica NpMBOoAMT OCHOBHbIE Mmeponpus- | OTanyHo (90-100 6annos)
TUA aHTUBMPYCHOM 3aWMTbl MHPOPMALMM B rOCy-
[APCTBEHHbIX MHOOPMALMOHHBIX cucTemax. Mo-
APO6HO ONMUCaH KaXKAbli U3 3TAnos.
Ob6yuatowniica NpMBOAMT OCHOBHbIE Meponpus- | Xopowo (70-80 6annos)
TWA aHTUBMPYCHOM 3aWMTbl MHPOPMALIUK B roCy-
[APCTBEHHbIX MHGOPMALMOHHbIX cuctemax. Mo-
APOOHO onuncaH Kaxablit U3 sTanos. Jlonycka-
HOTCA HE3HAYUTE/IbHbIE HETOYHOCTMY.
Obyuatowumiica gonyckaeT ownbKy B nocnegosa- | YaosnetsoputenbHo (50-70 6annos)
Te/IbHOCTU OCHOBHbIX MEPONPUATUIA aHTUBUPYC-
HOM 3aLWuTbl UHGOPMALMKN B FOCYLAAPCTBEHHbIX
MHDOPMaUMOHHbIX cucTemax. YacTMyHO onmcaH
KaxKAbli 3 aTanos. OTBET He COAEPKUT rpybbix
OLUMOOK.

He npeacTasieHbl 3Tanbl aHTUBMPYCHOM 3aLWmTbI HeyanosnetsoputenbHo
MHbOPMaLUK B rOCYAapCTBEHHbIX MHPOPMALLU-
OHHbIX cucTemax. MpucyTcTaytoT rpybble oLWNMGKM
WM HETOYHOCTW.

KomnerteHuus MNK-3

3agaHus 3aKpbITOro TMna

1. MpaBuia u npouenypbl AaHTUBHPYCHOI 3a1IUTHI HHGOPMALUOHHON CHUCTEMbI perJiaMeHTHPY-
0TCS B

a) PYKOBOJICTBE aIMUHHUCTPATOPA;

0) pYKOBOJICTBE TIOJIH30BATEIIS;

B) OKCILTyaTallMOHHON TOKYMEHTAIIUN;

T') OPTaHU3AIMOHHO-PACTIOPSIUTEIHLHBIX JOKYMEHTAX;



2. Peanmzanus v ynpapjieHue AHTHBHPYCHOM 3alIUTON B rocy1apcTBeHHLIX HH(POPMAIHOHHBIX CH-
cTeMax TpedyeTcst ISt

a) 1 kimacca 3anuIeHHOCTH;

0) 1 1 2 KJIaCCOB 3alUINICHHOCTH;

B) 1, 2 u 3 KJ1accoB 3alMIICHHOCTH;

3. Peanu3zauus u ynpaB/jieHue aHTUBHPYCHOM 3aIMTOM B rocy/1apcTBeHHbIX HHGOPMALHOHHBIX CU-
cTeMax B BUPTyaJbHON HH(pPACTPyKType TpedyeTcs As

a) 1 kimacca 3anuIeHHOCTH;

0) 1 1 2 KJIaCCOB 3alUINICHHOCTH;

B) 1, 2 1 3 KJ1accoB 3alMIICHHOCTH;

4. Peanu3zauus 4 ynpasJjieHHe aHTUBHPYCHOIi 32111 TOii B MH(POPMAIMOHHBIX CHCTEMAX MEPCOHAIb-
HBIX JaHHBIX TPedyeTcsi 1JIsl

a) 1 ypoBHS 3alIUIIEHHOCTH;

0) 1 u 2 ypoBHe#i 3aIUIIICHHOCTH;

B) 1, 2 u 3 ypoBHEH 3alIUIIEHHOCTH;

r) 1, 2, 3 1 4 ypoBHe#i 3aIIHUIIIEHHOCTH;

5. Peanu3anus v ynpaspjeHue aHTUBUPYCHOI 3amnToi B HHGOPMAIMOHHBIX CHCTEMAX NMEePCOHATb-
HbIX JAHHBIX B BUPTYaJIbHOH MHpPACTPYKTYype Tpedyercs AJst

a) 1 ypoBHS 3aIUIIEHHOCTH;

0) 1 u 2 ypoBHEii 3aIUIIIEHHOCTH;

B) 1, 2 1 3 ypoBHel 3alINIIEHHOCTH;

r) 1, 2, 3 u 4 ypoBHE# 3aIHIIIEHHOCTH;

6. B kakux mH(pOPMANMOHHBIX CHCTEMAX B WeJAX 3aIIMTHI HHPOPMALIMHM MPeTyCMOTPEHO 00s13a-
TeJIbHOE MPUMeHeHHe cePTH(UIMPOBAHHBIX CPeACTB AHTUBMPYCHOM 3aIMThHI HHGoOpManuu?

a) B TOCY/IapCTBEHHBIX WHPOPMAIIMOHHBIX CHCTEMAX;

0) B MH(MOPMAIIMOHHBIX CUCTEMaX MEPCOHAIBHBIX TAaHHBIX;

B) B MHPOPMALIMOHHBIX CHCTEMax OOIIEero MOJIb30BaHUS,

T') BO BCEX BHIMIENEPEUNCICHHBIX HHPOPMAITMOHHBIX CHCTEMAX;

7. B kakux HH(OPMAIHOHHBIX CHCTEMAX B LeJISAX 3alMTHI HH(OPMAIUN MPeTYCMOTPEHO 00s13a-
TeJbHOE MPUMeHEeHUe AaHTUBUPYCHBIX cpeAcTB, cepTtuduuupoBanusix ®Ch Poccun?

a) B TOCY/IapCTBEHHBIX HH(POPMAIIMOHHBIX CUCTEMAX;

0) B nH(GOPMAIIMOHHBIX CHCTEMaX MEPCOHAIBHBIX JTAHHBIX;

B) B MH(QOPMAIIMOHHBIX CHCTEMAaX O0IIero Moab30BaHus 1-ro Kiacca;

T') BO BCEX NIEPEUUCIICHHBIX BBIIIE HHOOPMAIIMOHHBIX CUCTEMAX;

3aaaHns OTKPLITOro TMna

1. Kakue ocHOBHbIE TpeOOBaHMS aHTUBUPYCHOH 32Tl HH(OPMALMHU B TOCY1apCTBEHHBIX HH(POPMAIIH-
OHHBIX CUCTeMax?

2. Kakue ocHOBHBIE TpeOOBaHMS aHTUBUPYCHOW 3alIMTHI HHPOPMAIMH B MHQOPMAIIMOHHBIX CHCTEMaX
MIePCOHABHBIX JaHHBIX ?

3. Kaxue ocHOBHBIE TpeOOBaHHS aHTHBUPYCHOM 3allIUTHI HHPOPMAIMK B MHQOPMAIIMOHHBIX CHCTEMaX
o01ero nmojp3oBanus 1-ro kiacca?

4. BO03MOXXHO JIM BHEIPEHUE BPEIOHOCHOH MPOTpaMMBbI IPU MPOCMOTpPE BeO-CTpaHUIbl B HHGQOpMAaLy-
OHHO-TEJIEKOMMYHHKAIIMOHHON ceTn HTepHeT?

5. B03MOXXHO J1 BHEIpEHUE BPEIOHOCHOM MPOTrpaMMBbl IIPH IPOCMOTPE 3JIEKTPOHHOTO IOKYMEHTa?

6. [na obecneuenus 3amuTel HHGOPMALINH, COAEPKAILEiica B TOCy1apCTBEHHON HH(OPMAIIMOHHOM cH-
cTeMe, IPUMEHSIIOTCS] aHTUBUPYCHBIE CPEICTBA 3aIlIUThl MHPOPMAIHH, IPOIIEIINE OIIEHKY COOTBET-
CTBUS B opMe 00sI3aTeIbHON

3agaHus ¢ pa3BEpPHYTbIM OTBETOM

1. Kak npoBoauTcs aHATU3 YA3BMMOCTell HH(OPMAIMOHHON CHCTeMbI Ha 3Talle ee IKCILTyaTaluu
U OLICHKA BO3MOKHOCTell peain3alliy yIpo3bl BHEAPEHHUs BPEIOHOCHOI0 Kofa?

Kpl/ITepMVI oueHMBaHNUA ‘ LWKana oueHoOK




Ob6yyvarowuiica NPUBOANT OCHOBHbIE NPUEMbI U OTtaunyHo (90-100 6annos)
cpeacTBa aHanM3a yA3BUMOCTeN MHPOPMALLMOH-
HOW cucTembl. Moapo6HO onMcaHbl OCHOBHbIE
BO3MOXHOCTMU.

Ob6yyatowmiica NpMBOAUT OCHOBHbIE NPUEMBI U Xopouwo (70-80 6annos)
cpefcTBa aHanM3a yA3BUMOCTeN MHPOPMALLMOH-
HOM cucTeMbl. JLONyCKatoTCA HE3HAYUTEbHbIE
HETOYHOCTH.

Obyuatowmiica AonycKaeT OWNBKY B ONMCaAHUK YposnetsoputenbHo (50-70 6annos)
NPMEMOB M CPeACTB aHa/IM3a YA3BUMOCTEN UH-
bopmaLMoHHOM cucTembl. OTBET HE COAEPHKUT
rpy6bIx OWNOOK.

He npeacTaBneHbl OCHOBHbIE NPUEMbI U Cpes- HeyaosnetBopuTenbHO
CTBa aHa/M3a yA3BMMOCTEN MHGOPMALMOHHOM
cuctembl. MpucyTcTBYIOT rpybble OWMBKN UK He-
TOYHOCTMU.

20.2. NMpomexyTo4yHana aTrectauums

lMpomexyTouHas aTtTecTaumsa MOXET BKIoyaTb B cebs TeopeTudeckue BOMpOCHI,
NO3BOMSAKOLMNE OLEHUTb YPOBEHb MOJSTYYEHHbIX 3HAHUMK W/MNK NpakTudeckoe (ue) 3apa-
Hue(s1), nosBonstoLiee (Me) OLEHNUTb CTENEHb CHOPMUPOBAHHOCTM YMEHMI N HABbLIKOB.

Mpn oOuEeHMBaHUM MOFYT WMCNOMb30BaTbCA KOSIMYECTBEHHbLIE WM Ka4yeCTBEHHble
LUKaITbl OLEHOK.

[na oueHMBaHUA pe3ynbTaToB 0Oy4YeHWs Npu NPOBEeAEeHUN NMPOMEXYTOYHOW aTTe-
CTauuMu UCMOoNb3yHTCS creayloLmne cogepxaTternbHble nokasarenu (hopmynmpyeTcs ¢ yve-
TOM KOHKPETHbIX TpeboBaHWU ONCLMNIINHDI):

1) 3HaHMe HOPMATUBHbIX LOKYMEHTOB, OCHOBHbIX OnpefeneHuin, NOHATUA U UC-
NoNb3yemMon TEPMUHOSIOH;

2) ymeHue npoBoauTb OBGOCHOBaHWe TpeboBaHM HOPMATUBHBLIX LOKYMEHTOB W
NPaKTUYECKNX MEpP UX peanuayrLmnx ¢ UCNOSIb30BaHNEM C UCMONb30BaHMEM cepTudmum-
POBaHHbIX CPEACTB 3aLLMTbl UHpopMaLX;

3) yMeHue cBs3biBaTh TpeboBaHNSE HOPMATMBHbBIX JOKYMEHTOB C NPAKTUKON, UNIHO-
CTpMpoBaTb OTBET NpUMepamMu, B TOM 4ucrie, CO6CTBEHHbIMU, YMEHME BbISABASATbL U aHanu-
31MpoBaTb OCHOBHbIE 3aKOHOMEPHOCTU, NOSy4YEHHbIE, B TOM YMChe, B XO4€ BbINOSTHEHUS Na-
BopaTopHO-NPaKTUYECKNX 3a4aHuUN;

4) ymeHne 0BOCHOBbLIBATL CBOW CYXXOEHUSA U NPOdEeCCMOHarbHY NO3ULMIO MO U3-
naraemomy BOMNpocy;

5) BnageHwe HaBblkaMy NPOrPaMMMPOBAHNA U aaMUHUCTPUPOBAHNA KOMMNbIOTEP-
HbIX CUCTEM U CPEACTB 3alUnTbl B paMKaX BbINOSIHAEMbIX TabopaTOPHbIX 3a4aHNiA;

6) BnNageHwe HaBblkaMu NPOBEAEHNSA KOMMbIOTEPHOrO 3KCNepuMMeHTa, TeCTUpOBa-
HUS KOMMbIOTEPHBIX MOAEeNen anropuTMoB 06paboTkmn MHopmauun.

PasnuyHble koMOGuHaLMm NepevmncreHHblX nokasaTenen onpeaenstoT KpuTepum oLe-
HMBaHMA pe3ynbTaToB 00y4yeHUs (CHOPMMPOBAHHOCTU KOMMETEHUUIN) HA rOCyAapCTBEHHOM
9K3aMeHe:

—  BbICOKMUI (YrnybneHHbIN) ypoBEHb CHOPMUPOBAHHOCTU KOMMNETEHLNI;

—  NOBbIWEHHbIV (NPOABUHYTbLIN) YPOBEHb CHOPMUPOBAHHOCTU KOMMETEHLMN;

— noporoBbi (6a3oBbIN) ypoBEHb CHOPMUPOBAHHOCTN KOMMETEHLMN.

[ns oueHnBaHuA pe3ynbTaTtoB 06y4YeHNs Ha rocyaapCTBEHHOM 3K3aMeHe UCMOoNb3y-
eTcs 4-6annbHas wkana: «OTANYHOY», «XOPOLLO», «YAOBETBOPUTENBHOY», KHEYOOBNETBO-
puTenbHO». [INs oueHnBaHUA pe3ynbTaTtoB 0by4yeHUs Ha 3a4eTe UCNONb3YeTCs — 3a4TeHO,
He 3a4TeHO Mo pe3ynbTaTtaM TECTUPOBAHUS.

CooTHOLEeHNe NokasaTenen, KPUTEPMEB U LLKAnNbl OLEeHMBaHNS pe3yrbTaToB oby4ye-
HWS Ha rocygapCTBEHHOM 3K3aMeHe NpeaCcTaBeHo B crneayoLwen Tabnuue.




Kputepuu oueHMBaHUsA KOMNEeTEeHLUN 1 LLIKana OLueHOK Ha 3a4eTe

YpoBeHb
Kputepun oueHMBaHNs koMneTeHLNi CchopMMpPOBAHHOCTYU LLikana oueHok
KOMMNEeTEeHLN
Obyuatouinca 4eMoHCTpUpPyeT NONIHOE COOTBETCTBME 3HAHWMN, MoBbILWEHHBIN YpO- OTnnyHo
YMEHMI, HaBbIKOB MO NPUBEAEHHLIM KpUTEPUSIM CBOBOHO one- BEHb
PUPYET MOHATUAHBLIM annapaTtoM U NPUOBPETEHHBIMU 3HAHW-
AMMW, YMEHUSIMU, MPUMEHSIET UX NPU PELLEHNN NMPAKTUYECKUX 3a-
daq.

OTBET Ha KOHTPOJMIbHO-U3MEPUTESBHBLIN Matepuan He MOJIHO- BasoBhbIN ypoBEHb Xopowo
CTbI0 COOTBETCTBYET OAHOMY M3 NEPEYMCIIEHHbIX BbILLE MOKa-
3atenen, HO obydyarowmica gaeT npaBuibHble OTBEThbI Ha O0-
nonHuTeNbHble BoMpockl. lMpu 3aToM obyyarowmncs LEeMOH-
CTpUpPYyeT COOTBETCTBUE 3HAHWUWA, YMEHWI, HABLIKOB NPMBEAEH-
HbIM B Tabnuuax nokasatensm, HO OOMyCKaeT He3HauYnuTerlb-
Hble OLMOKKN, HETOYHOCTM, UCMbITLIBAET 3aTpyAHEHUS Npy pe-
LUEHUM NPAKTUYECKNX 3a4au.

Ob6yyarowmnca AeMoHCTpUpyeT HEMOMHOE COOTBETCTBUE 3Ha- MoporoBkin ypo- Yposne-
HWW, YMEHWUN, HaBbIKOB NMpPMBEAEHHLIM B Tabnuuax nokasaTe- BEHb TBOPU-
nsM, AonyckaeT 3HaYMTerbHbIe OLIMOKM NPU peLLeHnn NpakTu- TenbHO
yeckux 3agad. [pyn 3aTOM OTBET Ha KOHTPOSMbHO-U3MEPUTENb-
HbIAi MaTepuan He cCOOTBeTCTBYeT MobbiM ABYM U3 Nepeymc-
NEHHbIX NokasaTternen, oby4yalwLlmnca aaeT HEMONHbIE OTBETHI
Ha JONOMNHUTENbHbIE BOMPOCHI.

OTBET Ha KOHTPOSbHO-U3MEPUTENBHbBIA MaTepuan He COOTBET- - Heynosne-
CTBYET NMobbIM TPEM 13 NepeYvncreHHbIx nokasarenen. Obyya- TBOpU-
HOLLMINCA OEMOHCTPUPYET OTPbIBOYHbIE, hparMeHTapHble 3Ha- TEnbHO
HWUS, JonyckaeT rpyoble oLndKu

20.3. NpumMepHbIM NepeyYeHb NPaKTUYECKNX 3a4aHnN, TeM pecepaToB, TEM Npe3eHTa-
LUK, AOKNAAo0B, BONPOCOB K 3a4eTy C OLLeHKOMN

CopepxaHue
Knaccudukauusa BpeOHOCHbIX NporpamMm
[Mpu3Hakv NPUCYTCTBMSA Ha KOMMbOTEPE BPEAOHOCHbIX MporpaMm
Mogenb KOMMbITEPHOIO BUpYyca
Mogenb ceTeBoro 4yepss
OueHka noTeHuUManbHbIX anropuTMUYECKMX CBONCTB BPEAOHOCHbIX NporpaMm
Bo3MOXXHOCTM MCNONb30BaHUS NporpamMmmbl OBHapyXeHus Bpe4OHOCHbIX nporpamm AVZ
Otnagyumkm n gusaccembnepbl. OCHOBHbIE BO3MOXHOCTM oTnagyuka IDA.
Knaccudukaums aHTMBUPYCHbIX NPOrpamMm U UX OCHOBHbIE BO3MOXHOCTH
OcCHOBHble BO3MOXXHOCTM 1 cnocobbl KOMMLIOTEPHOW pasBedKu
Bo3MOXXHOCTU ceTeBbIX ckaHepoB 0bHapyxeHusi yassmmMocTen (Ha npumepe CkaHepBCO).
OcHOBHbIe CpeAcTBa M UX BO3MOXKHOCTY 3aLUMTbI KOMMbIOTEPHOW CETU
BO3MOXXHOCTW HM3KOYPOBHEBOIO BO34ENCTBUSA BPEAOHOCHbIX NporpamMM. [porpammbl-LUMMOHBI
(kevinorepbl)
13 Mogenb yrpo3 6esonacHocTu nHgpopmaunm. CoBpeMeHHbIE TEHOEHUUN Pa3BUTUS BPEAOHOCHbIX
nporpamm
14 Mporpamma APS (Anti Port Scanner) n eé BO3MOXXHOCTU
15 CoBpeMeHHble METOAMKU OLLEHKM YS3BUMOCTEN MHAPOPMALIMOHHBLIX CUCTEM
16 OCHOBHblE BO3MOXHOCTM aHTUBUPYCHOWM nporpammbl Kaspersky Internet Security
17 OcCHOBHble BO3MOXHOCTW aHTUBUPYCHOW NporpaMmbl U 0cobeHHOCTH npumeHeHns Kaspersky
Endpoint Security
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20.4. Npumep 3apaHusa Ans BbINONTHEHMA NabopaTopHon paboThl

Na6opaTtopHas pa6oTa Ne 2



«UccnepoBaHne BO3MOXHOCTEN Hanboree pacnpoCcTpaHeHHbIX aHTUBUPYCHbIX
nporpamm. OCO6eHHOCTU UCNONb30BaHNA NPOrpamMMbl OOHapyXeHUA BPeAOHOCHbIX
nporpamm AVZ. CkpunTbl 1 ynpaBrneHue AVZ»

Llenb paboTtbi:

NccnepoBaTb BO3MOXHOCTU @aHTUBMPYCHBIX CPEACTB 3aLnTbl MHGOPMaLmK.

Popma KOHTPONSA: OTYET B 3NIEKTPOHHOM Buae

KonuyecTtBO 0TBEAEHHLIX ayAUTOPHbIX YacoB: 4
3apaHue:

MonyunTe y NpenopasaTens BapuaHT 3agaHus, obpas onepaunoHHOM CUCTEMBI U
ANCTPUBYTMB aHTMBUPYCHOro cpeactea. [ns oTBeTa Ha nocTaBneHHble BONpockl Tpeby-
eTCs NPOMHCTaNNMpoBaTb aHTUBUPYCHOE CPEACTBO Ha BUPTYyasnbHy MalwuvHy. OueHuTb
BO3MOXHOCTU aHTMBUPYCHOro cpeacTtBa. PaspaboTanTte CKpunT ynpaBneHUs aHTUBUPYC-
HbIM CPeLCTBOM B COOTBETCTBUM C BapnaHTOM 3agaHus. CoctaBbTe OTYET O NpoaenaHHoN
paboTe, B KOTOPOM OTpasnTe CcriefyoLime nyHKTbI:

-  OWO ucnonHuTens n Homep rpynnoi.

HasBaHue n uenb nabopaTtopHoun paboTbl.

Homep cBoero BapuaHra.

Koa, HanncaHHbIN NCMONMHUTENEM.

KpaTkne BbiBOAbI 06 nCCneaoBaHHbIX BO3MOXHOCTAX aHTMBUPYCHOIO CpeacTaa.

MprMepbl KOHTPONbHbLIX BONPOCOB:
1. Kakune ocHOBHble NapamMeTpbl ONepaLmMoOHHON CUCTEMbI MOXET KOHTponmMpoBaTb AVZ.
2. Kakue BO3MOXHOCTW KOHTPONSA MpefoCTaBnsioT CKPUNTbl yNpaBneHna aHTUBUPYC-

HbIM CPeLCTBOM.

BapwaHTbl 3agaHun:

1. PaspaboTka ckpunta ans ckaHMpoBaHUs CETHU.

2. JleyeHune 3afaHHbIX Nanok no 3agaHHOMY YCIIOBUIO.

3. CkaHMpoBaHue 1 NOMeLLeHME NO403PUTENbHbBIX (baifioB Ha aBTOKapPaHTUH.

4. O6HoBMEeHNe 6a3 ¢ NPOTOKONUPOBAHNEM

5. PaspaboTka ckpunTa yaaneHus TPOSHCKON NporpaMmbl C M3BECTHBIM UMEHEM.

6. PaspaboTka ckpunTa CKaHMpPOBaHNA 1 OTNPaBKM pe3ynbTaToB Mo noyTe.

7 PaspaboTka cKpunTa KOHTPONA LLEeNOCTHOCTM 3afaHHbIX hannos.

20.5. Npumep KOHTPOSIbLHO-U3MEpPUTENILHOro MaTepuana

YTBEP>XOAKO
3aBeayowmm kacbeapon TexHonormm ob6paboTkn 1 3aWwmnTbl MHGOPMaLUK

A.A. CnpoTta
. .2021

Hanpaenenune nogrotoBku / cneunansHoctb 10.03.01 MHdopmaumoHHasa 6e3onacHOCTb

Aucumnnuua 51.B.04 3awiunTta o1 BpeAOHOCHbLIX NPOorpamMmm

dopma 0byveHnsa Q4Hoe

Bua koHTpons 3a4eT ¢ OLEHKOM

Bua attectaummn [NpomexytoyHas

KoHTponbHO-uamepuTtenbHbIM maTtepuan Ne 1

1. Knaccudukaumnsa BpeaoHOCHbIX MporpaMmm.
2. OCHOBHbIE BO3MOXHOCTU M OCOBEHHOCTU NMPUMEHEHUSI aHTUBMPYCHOW NpPOrpaMmbl
Kaspersky Endpoint Security.



MpenogaBaTenb C.A. Banbix
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